HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT OF 199
HIPAA PRIVACY RULE GAP ASSESSMENT CHECKLIST

This checkligt isintended to assst your organization in assessing its readiness to comply with the

Adminigrative Smplification sandards contained in the Hedlth Insurance Portability and Accountability Act of
1996 (“HIPAA™) that relate to privacy of protected hedth information (“Privecy Rulg’). HIPAA’'S
Adminigrative Smplification standards relating to transactions and code sets and unique identifiers (“TCS
Rule’) are addressed in a separate checklist. The Security Rule, including the standard for electronic signatures,
isdtill in the proposd stage. Y ou will find a brief description of the proposed Security Rule in this document; a
checklist for that rule will be provided at alater date.

Completion of the checkligts is one method of documenting your organization's HIPAA compliance efforts.
We strongly recommend that you keep afile copy of each checklist after it has been completed.

For additional HIPAA information and answers to FAQs, you may wish to consult the following websites:
http://mww.cms.hss.gov/hipaalhipaa2/default.asp. and http://mwww.hipaadvisory.com.

The compliance date for the HIPAA Privacy RuleisApril 14, 2003.

DISCLAIMER: These checkligs are intended only for use as an aid to your organization in assessing its
compliance with the HIPAA Adminigtrative Simplification standards. Notices of Proposed Rulemaking
(“NPRM”) may beissued that change the scope and content of the standards on which the checklists are based.
The checklists do not take into account any state or federd requirements that, if applicable to your organization
now, will continue to be applicable (e.g., the federa requirements contained in 42 CFR 88 59.11 (Title X
Grantee Confidentidity) and 51¢.110 (8 330 Grantee Confidentidity), nor have they been tailored to any
individual organization's specific needs or requirements. Use of the Checklists will neither assure that any
individud organization is compliant with HIPAA nor congtitute certification of HIPAA compliance.
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HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT OF 199
HIPAA PRIVACY RULE GAP ASSESSMENT CHECKLIST

Privacy Rule. A summary of the Privacy Rule and its purposesis set forth below. This summary has been
updated to reflect the changes to the Rule that are effective October 15, 2002.

As described in the HHS Fact Sheet issued by the United States Department of Health and Human Services
(“DHHS’) on January 22, 2002, the Privacy Rule “limits the use and release of individudly identifiable hedth
information; gives patients the right to access their medical records; restricts most disclosure of hedth
information to the minimum needed for the intended purpose; and establishes safeguards and restrictions
regarding disclosure of records for certain public responsbilities, such as public health, research and law
enforcement. Improper uses or disclosures under the rule are subject to crimina and civil sanctions prescribed
in HIPAA.”

Hesdlth care providersthat are “ Covered Entities’ under HIPAA must comply with the Privacy Rule “with

respect to protected health information.” 45 CFR § 164.500(a). Hedlth care providers are “ Covered Entities’ if
they “transmit any hedth information in dectronic form in connection with atransaction” covered by HIPAA.

45 CFR § 160.102(a)(3). “Protected Hedth Information” (*PHI”) is defined, with certain limited exceptions, as
“individualy identifiable hedth information” thet is transmitted by or maintained in eectronic mediaor “ any

other form or medium.” 45 CFR § 164.501; emphasis added.

The Privacy Ruleis extraordinarily detailed and prescriptive. In preparing the Gap Assessment Checklist for
this Rule, we have tried to Strike a reasonable ba ance, providing enough information to alow you to identify
and assess your organization’s generd level of compliance with the Privacy Rul€' s requirements, but without
setting forth every caveat and exception st forth in the Rule. To aid you in obtaining additiond information
regarding the items listed on the Checklist, we have provided, where applicable, citations to the Privacy Rule
from which the Checklist eements were derived. In addition, where it seemed useful and was not voluminous,
we have provided explanatory notes regarding the Privacy Rul€' s requirements.

The date by which organizations covered by the Privacy Rule must comply with the Ruleis April 14, 2003.

Security Rule and Standard for Electronic Signatures. Closdly alied to the Privacy Ruleistherule related to
security of hedth information. On August 12, 1998, DHHS published an NPRM to set standards both for
security of hedlth information, whether individualy identifigble or not, aswell as a sandard for eectronic
sggnatures. The Security Rule proposes to establish security measures for administrative procedures, physica
safeguards, technica security services, and technica security mechanisms. Inthe NPRM, DHHS describes the
Security Rule asfollows

In this proposed rule, we propose a standard for security of hedth information. This rule would
edtablish that hedlth plans, hedth care clearinghouses, and hedth care providers must have the
Security standard in place to comply with the statutory requirement that hedlth care information
and individudly identifiable hedlth care information be protected to ensure privacy and
confidentiaity when hedth information is eectronicaly stored, maintained, or transmitted. The
Congress mandated a separate standard for electronic signature, therefore, this proposed security
standard also addresses the selected standard for electronic signature. The proposed security
standard does not require the use of an eectronic signature, but specifies the sandard for an
electronic sgnature that must be followed if such adgnaureisused. If an entity dectsto usean
electronic sgnature, it must comply with the eectronic sgnature standard.
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HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT OF 199
HIPAA PRIVACY RULE GAP ASSESSMENT CHECKLIST

Privacy Rule Applicability

Yes

No

Is your organization a hedlth care provider that tranamits any hedth information in dectronic form
in connection with atransaction covered by the HIPAA Adminigrative Smplification Rules? (If so,
your organization is a Covered Entity under HIPAA) (45 CFR 8 160.102)

Does your organization bill Medicare? (If so, even if your organization conducts no other HIPAA-
covered transactions dectronicaly, it will be required to submit clamsto Medicare dectronicaly by
October 16, 2003 and will become a Covered Entity.)

Does your organization tranamit by or maintain in dectronic media or any other form or medium
any individudly identifiable information as defined below? (If so, the information is Protected
hedlth information ("PHI"), and the Privacy Rule applies with respect to such PHI.) 1 (45 CFR 8164.501)

hedlth information, including demographic information collected from the individud, thet is
created or received by a hedlth care provider, hedth plan, employer, or hedth care
clearinghouse; and

relates to the padt, present, or future physica or mental health or condition of an individud,
the provison of hedth care to an individud; or the past, present, or future payment for the
provison of hedth care to an individud; and

that identifies the individua to which the hedlth information pertains or can be used to
identify that individud.

Notes

1. The Privacy Rule excludes certain types of individually identifiable health information from the

definition of PHI, including that in education records covered by FERPA, student records as defined in
FERPA, and employment records held by a Covered Entity in itsrole as employer. (45 CFR 8§ 164.501)
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HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT OF 199

HIPAA PRIVACY RULE GAP ASSESSMENT CHECKLIST

Privacy Rule Prdiminary Informetion & Designetions

Yes

Has your organization identified a HIPAA Compliance Committee for implementation of HIPAA
requirements?

Has the Committee developed awork plan, timetable, and budget for implementation of the Privacy
Rule?

Has the Committee identified and inventoried dl of the organization’s systems and gpplications that
contain PHI??2

Has the Committee identified and inventoried al departments, employees, and vendors with access
to PHI?

Has the Committee identified, collected, and inventoried al policies and procedures ("P&Ps"),
practices, and other documents relating to PHI?3

Has the Committee identified, collected, and inventoried al written and ora agreements between
your organization and other entities or individuals that have access to PHI?*

Has the Committee identified, collected, and inventoried al P& Ps and practices regarding the
physical and technica security of PHI?°

Notes

1. This might include representatives of affected functions as well as those with legal compliance, MIS,
information security, and physical security capabilities.

2. Thiswill need to include inventorying of systems and applications of vendors the organization uses
that contain PHI.

3. Documents other than P& Ps might include informed consents, as well as all consents, authorizations,
releases, and other similar documents relating to the use and disclosure of PHI.

4. These will include both contractual and unwritten arrangements with employees, consultants, and
vendor s that have access to PHI.

5. Requirementsrelated to security of PHI are to be covered in more depth in the Security Rule. As
noted above, the Security Ruleis not yet in final form. Please note, however, that the Security Rule
requirements apply not only to PHI, but to all health information, as that termis defined under
HIPAA. Accordingly, you may wish to expand the scope of your organization’s preliminary
information gathering to include not only that related to PHI, but also that related to health
information generally.
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HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT OF 199
HIPAA PRIVACY RULE GAP ASSESSMENT CHECKLIST

U/D of PHI: Generd Requirements

Yes | No

Is your organization's use and disclosure ("U/D") of PHI in accordance with the generd
requirements of the Privacy Rule set forth below?! (45 CFR §164.502(2))

Does your organization only U/D the minimum necessary PHI to accomplish the intended purpose
of the U/D7? 2 (45 CFR § 164.502(1))

Does your organization's U/D of PHI comP ¥ with any restrictions on U/D to which your
organization has agreed” ©)

~ 3 (45 CFR § 164.502

Does your organization comply with Privacy Rule requirements relating to de- and re-identified
hedth information? # (45 CFR 8 164.502(d))

Does your or anization comply with the Privacy Rule with respect to the PHI of the deceased? *°
CFR § 164. 502(1% Py axy

Does your organization treat persona representatives of the patient gppropriately under the Privacy
Rule? (45 CFR § 164.502(g))

Aredl U/Ds ¥our organization consistent with your organization's Notice of Privacy Practices?®
(45 CFR § 164.502(i)

Notes
1.

The Privacy Rul€e s requirements regarding U/D of PHI on optional consent, authorization, and without
consent and authorization, as well as those regarding Business Associates and the right to confidential
communications, are addressed in subsequent sections, below. Also, 45 CFR § 164.502(j) contains an
exception to theses requirements for whistle blowers and workforce members who are crime victims, so
long as certain conditions are met.

The minimum necessary requirement is not applicablein all instances. For example, this requirement
does not apply to disclosures to or requests by a health care provider for treatment, U/D to the
individual, U/D pursuant to an authorization, disclosuresto DHHS, U/D required by law, and U/D for
compliance with the Privacy Rule. See also, “ U/D of PHI: Minimum Necessary,” below.

See also "Right to Request Restrictions on U/D of PHI," below.

Seealso “ U/D of PHI: De-ldentification of PHI,” below. Health information that has been de-
identified in compliance with the Privacy Rule is not subject to the Rule.

The Privacy Rule contains extensive implementation specifications regarding the treatment of
representatives of adults, emancipated and unemancipated minors, and the deceased, and in abuse,
neglect, and endangerment situations.

See also "Notice of Privacy Practices,” below.
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HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT OF 199

HIPAA PRIVACY RULE GAP ASSESSMENT CHECKLIST

U/D of PHI: Business Associates

Yes | No

Does your organization use individuals and entities not part of the workforce to perform any of the
functions or activities or provide any of the services described in the definition of business
associaes? (If so, your organization must comglgl with the provisons of the Privacy Rule rdating to
business associates,) 02(€)

(45 CFR §§ 160.103 and 164.

Are dl such arrangements with business associates reduced to awriting that is compliant with the
H‘|Va:y Rule? 2 (45 CFR 88 164.502(e)(2) & 164.504(€))

Does your organization have a procedure in place by which it takes reasonable steps to cure or end

violations of its arrangements with business associates that is compliant with the Privacy Rule?“®
CFR § 164.504(e)(1)-(ii)) P Ly

Notes
1.

2.

Business Associates are individuals and entities not part of your organization’s wor kforce that, on your
organization’s behalf (i) perform functions or activities that involve the use or disclosure of individually
identifiable health information such as claims processing or administration; data analysis, processing,

or administration; utilization review; quality assurance; billing; benefit management; practice
management; and repricing; (ii) perform functions or activities regulated by the HIPAA Administrative
Smplification Rules; or (iii) provide legal, actuarial, accounting, consulting, data aggregation,
management, administrative, accreditation, or financial serviceswhere provision of the service involves
disclosure of individually identifiable health information to the business associate. Disclosuresby a
Covered Entity to a health care provider concerning the treatment of an individual are not subject to the
business associate requirements set forth in the Privacy Rule.

The Privacy Rule contains a number of requirements regarding the content of such contracts and other
arrangements with business associates. Federal Register, Vol. 67, No. 157 (8/14/02) contains sample
business associate contract provisions in an appendix to the preamble.
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HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT OF 199
HIPAA PRIVACY RULE GAP ASSESSMENT CHECKLIST

U/D of PHI: Optiona Consent

Does your organization limit its U/D of PHI to carry out trestment, payment, and hedth care
operations (“TPO") on “optional consent” to the TPO categories listed below? ! (45 ©FR §164.506)

|sthe U/D of PHI for your organization’s own treatment, payment, or health care operations? > ™
§ 164.506(c) (1))

Isthe disclosure of PHI for treatment activities of a hedlth care provider? (>~ 3 702.500(0)()

Is the disclosure of PHI to another Covered Entity or a health care provider for the payment
activities of the entity that receives the information? (45 €FR 8 164.506(0)(3))

Is the disclosure of PHI to another Covered Entity for hedlth operations activities of the other
Covered Entity under the condittions specified in the Privacy Rule? 2 (45 CFR 8 164.506()(4))

Notes

1. Whilethe Privacy Rule no longer requires a consent for the U/D of PHI for TPO specified in the
Privacy Rule, other federal requirements, such asthose under 42 CFR 88 59.11 (Title X Grantee
Confidentiality) and 51¢.110 (8 330 Grantee Confidentiality), and/or more stringent state laws that
survive HIPAA, may be applicable to your organization. Also, Privacy Rule requirements regarding
U/D of psychotherapy notes and of PHI for marketing are more restrictive than for other U/Ds (see
“U/D of PHI: Written Authorization,” below).

2. Each entity must have or have had a relationship with the individual who is the subject of the PHI, the
PHI must pertain to that relationship, and the purpose of the disclosure must be either for health care
fraud and abuse detection or compliance or as set forth in 45 CFR 88 164.506(1) or (2).
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HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT OF 199

HIPAA PRIVACY RULE GAP ASSESSMENT CHECKLIST

U/D of PHI: Written Authorization

Yes | No

|s awritten authorization that contains the elements listed below obtained for U/D of PHI where an
authorization is required by the Privacy Rulg? * (4° CFR § 164.508)

|s awritten authorization obtained for U/D of psychotherapy notes? # (4> ©FR 3 164.508(2)(2)

|s awritten authorization obtained for U/D of PHI for marketing? < (*> ©" 3 164.505(@)(5))

Does the written authorization contain a specific and meaningful description of the PHI to be U/D?
(45 CFR § 164.508(c)(1)(i))

Does the written authori zati ificdly identify th authorized to make the ested
U;S??Mg(\g\l/:g§e:'L’234.508(?:;zl)(iil)())nmI y 1aenuty the person orized to make the regu

Does the written authorization specificaly identify the person to whom the requested U/D may be
made? (45 CFR § 164.508(c)(1)(iii)

Does the written authorization describe each purpose of the U/D? (*° ©77 3 164.508(€)(DTV)

Does the written authorizetion contain an expiration date or event that relates to the individud or the
purpose of theU/D? (45 CFR & 164.508(c)(1)(v))

Does the authorization contain a statement of the individua's right to revoke the authorization, the
exceptions to that right, and the procedure for exercising it? (4° PR 8 164.508()(2)(1)

Does the authorization contain a satement that your organization may not condition trestment,

payment, enrollment or digibility for benefits on the individud’ s agreement to Sgn the
authorization? 3 (45 CFR 8 164.508(c)(2) (i)

Does the written authorization contain a statement that the PHI U/D by the authorizetion may be
subject to redisclosure and no longer protected by the Privacy Rule? (45 €FR 8 164.508(0)(2)(ii1)

Does the written authorization contain the signature of the individua and the date the authorization
was sgned? (45 CFR § 164.508(c)(1)(vi))

If Sgned by the individua's persond representative, does the written authorization contain a
description of that person's authority to act? 4° €FR 8 164.508(C)(1)(vD))

| the authorization written in plain language? (> © 3 164-05(€)(3))

Does your organization give the individud asigned copy of any authorization that it seeks from the
individual ? (4 CFR § 164.508(4))

Notes

1. The questionsin this section of the Checklist do not address Privacy Rule requirements regarding
defective authorizations, compound authorizations, and the prohibition on conditioning of
authorizations.

2. U/D of psychotherapy notes and U/D of PHI for marketing without an authorization is permissible only
under certain Rule-specified circumstances.

3. Covered Entities may condition an authorization under certain Rule-specified circumstances; if so, the
authorization must state what those circumstances are. (45 CFR 88 164.508(b)(4) and (¢)(2)(ii))
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HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT OF 199
HIPAA PRIVACY RULE GAP ASSESSMENT CHECKLIST

U/D of PHI: w/o Optional Consent or Authorization (Opportunity to Agree/Object)

Yes | No

Are the requirements of the Privacy Rule met in dl instances below that apply to your organization?
(For dl such ingtances, s0 long as the requirements of the Rule are met, an opportunity must be
given to theindividual to agree or object, but no authorization is required.) * (45 €FR 8 164.510)

Isthe individua informed, either orally or in writing, in advance of the U/D of PH|? (*> ©77 8 164510)

i —— . e ath N or it FG . o5
(fstrcxg FI{ rgji\ézd%%i) given the opportunity, either ordly or in writing, to agree, prohibit, or restrict U/

Is the use for your organization's directory, and isit limited to the PHI specified in the Privecy Rule?
2 (45 CFR § 164.510(a)(1)(i))

Isreligious &ffiliation contained in the directory disclosed only to the clergy and is other directory
information only diisclosed to persons who ask for the individual by name? (4 CFR 8 164.510)(1)(11)

s the disclosure for involvement in the individua's care or payment for carg? @ (*> < 3 1625100)(H1))

Isthe U/D for notification to afamily member, a persond representetive, or other person responsible

for theindividud's care, and is it restricted to notification of the person’slocation, genera condition,
or death?? (45 CFR § 164.510(b)(1)(ii)

|sthe U/D for disaster relief purposes?!*> 3 16451000)(%)

Notes

1. Whilethe Privacy Rule requires no consent or authorization for these U/D of PHI, other federal
requirements, such as those under 42 CFR 88 59.11 (Title X Grantee Confidentiality) and 51¢.110 (8
330 Grantee Confidentiality), and/or more stringent state laws that survive HIPAA, may be applicable
to your organization.

2. Theuse of PHI must be limited to name, location in facility, condition in general terms, and religion; the
opportunity to object may not apply in emergency circumstances.

3. Thedisclosure may be made only to a family member, a relative, a close friend, or another person the
individual identifies and must be relevant to that person’sinvolvement in the individual’ s care or
payment for that care.
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HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT OF 199

HIPAA PRIVACY RULE GAP ASSESSMENT CHECKLIST

U/D of PHI: w/o Optional Consent or Authorization (No Opportunity to Agree/Object)

Are the requirements of the Privacy Rule met in dl instances below that gpply to your organization?

(For these instances, the Rule requires no opportunity to agree or object and no authorization.)
1 (45 CFR § 164.512)

|sthe U/D required by law? (> ©7F 3 164514(3)

|s the disclosure for public hedlth ativities? > ™ 3 1675140

s the disclosure about victims of abuse, neglect, or domestic violence? *° “F1 3 164512(C))

|s the disclosure for hedlth oversight activities? (> ©77 3 164.514%)

|sthe disclosure for ajudicia or administrative proceeding? *> © 3 164.514(€)

s the disclosure for law enforcement purpoges? 4= ©7F 3 164.512(0)

Is the disclosure to a coroner, medical examiner, or funera director about a decedent?
(45 CFR § 164.512(g))

|sthe U/D for cadaveric organ, eye, or tissue donation purposes? (> ©FR 3 164.512(0)

|sthe U/D for research purposes and compliant with Rule-mandated conditions? > © 3 70%.5140))

|sthe U/D to avert a serious threat to health or safety? (> “F< 3 164.5120))

Isthe U/D for a specidized government function set forth in the Privacy Rule? 2 (#> ©F< S 164.512(K))

|s the disclosure for workers compensation or another similar program? ° (> ©F 8 164.512(0))

Notes

1. Whilethe Privacy Rule requires no consent or authorization for these U/D of PHI, other federal

requirements, such as those under 42 CFR 88 59.11 (Title X Grantee Confidentiality) and 51¢.110

(8 330 Grantee Confidentiality), and/or more stringent state laws that survive HIPAA, may be

applicable to your organization.
2. Theseinclude, for example, military, veteran, correctional ingtitutions, and other specialized
government functions.

3. The program must be established by law and provide benefits for work-related injuries or illness without

regard to fault.

U/D of PHI: De-ldentification of PHI

Yes

No

Does your organization follow the Privacy Rule requirements for de- and re-identification of PHI? *
(45 CFR § 164.514(a)-(c))

Notes
1. ThePrivacy Rule contains several specific implementation requirements regarding de- and re-

identification of PHI. Properly de-identified health information isnot PHI, and is therefore not subject

to the Rule.
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HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT OF 199

HIPAA PRIVACY RULE GAP ASSESSMENT CHECKLIST

U/D of PHI: Minimum Necessary

Yes

No

Does your orlgawlzatl on meet the "minimum necessary" requirements set forth below regarding U/D
of PHI? (45 CFR § 164.514(d

Has your organization |dent|fied those members of its workforce who need access to PHI to carry
out their duties? (45 CFR 8164.514(d)(2)(i)(A))

Has your organization identified the category(ies) of PHI to which such workforce members need
access? (45 CFR §164.514(d)(2)())(B))

Has your organization identified the conditions, if any, under which such workforce members can
ga n access to such PHI? (45 CFR 8164.514(d)(2)(i)(B))

Does your organization make reasonable efforts to limit the access of identified categories of
workforce members to PHI to the conditions specified by your organization? (45 CFR 8 164.514(d)(2)(i1))

For dl disclosures made on aroutine and recurring basis, has your organization implemented P& Ps

that limit the PHI disclosed to that reasonably necessary to achieve the disclosure' s purpose?
1 (45 CFR § 164.514(d)(3)(i)) y P

For dl disclosures not made on a routine and recurring basis, does your organization have criteria

for limiting the PHI to that reasonably necessary to achieve the disclosure' s purpose?
1 (45 CFR § 164.514(d)(3)(ii)(A))

For dl disclosures not made on a routine and recurring basis, does your organization review the
request for disclosure on an individual basisin accordance with its criterig? * (45 €FR 8 164.514AE)(11)(B))

Does your organization limit its own requests for disclosure of PHI to other Covered Entitiesto
those that are reasonably necessary to the request's purpose? (45 PR 8 164.514(d)()(1)

For dl requests for disclosure of PHI your organization makes on a routine and recurring basis, has
your organization implemented P& Ps that limit such requests to the PHI reasonably necessary to
achieve the request’s purpose? (45 CFR § 164514 (4)(ih)

For dl requests for disclosure of PHI your organization makes that are not made on aroutine and
recurring bas's, does your organization have criteriafor limiti the PHI to that reasonably
necessary to achieve the purpose of the request? 4 CFR 8 164514 (AN (A)

Does your organization review al requests for PHI your organization makes that are not made on a

routine and recurri n% basis to determine that the PHI sought is reasonably necessary to achieveits
purpose? (45 CFR § T64.514(@(@)(ii)E)

Does your organization refrain from using, disclosing, or requesting an entire medica record, except
when the entire record is specificaly justified as the amount reasonably necessary to accomplish the
purpose of the use, disclosure, or request? ° CFR 164514(A)(5))

Notes

1. Incertain instances, the organization may rely on another's representation that the PHI requested is

minimally necessary. (45 CFR § 164.514 (d)(3)(iii))
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HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT OF 199

HIPAA PRIVACY RULE GAP ASSESSMENT CHECKLIST

U/D of PHI: Limited Data Sets

Yes | No

Does your organization U/D limited data sets in accordance with the Privacy Rule reguirements
listed bedow? L (45 CFR § 164.514(¢))

Does your organization U/D limited data sets only for the purposes of research, public hedth, or
hedlth care operati ons? (45 CFR 8 164.514(3)(i))

Does your organization have a data use agreement with each limited data set recipient that meetsthe
requirements of the Privacy Rule? (45 CFR 5 164.514(&)(#)()-(11)

Does your organization have a procedure in place by which it takes reasonable steps to cure or end

violations of itsar ents with limited data set recipients that is compliant with the Priv.
Rule? 45 CFRS 164.519(e)(iii)) b pl ay

Notes
1. Alimited data set is PHI that excludes certain Privacy Rule-specified direct identifiers of the individual,
relatives, employers, or household members of the individual. (45 CFR § 164.514(e)(2))

U/D of PHI: Fundrasng

Yes | No

Doesal U/D of PHI for fundraising that your or%mi zation conducts that is not pursuant to an
authorization meet the following requirements? (4> €FR 8 164.514(0)

Isthe U/D to abusiness associate or an inditutionaly related foundation for the purposes of raisng
funds for your organization's own benefit?

Is the PHI limited to demographic information and dates of hedth care provided to an individua?

Is the statement regarding fundraising required by the Privacy Rule included in the NPP?

Do the fundraising materids sent to individuas contain a description of how the individua may opt
out of receiving further fundraisng communications?

Does your organization make reasonable efforts to ensure that individuals who opt out do not
receive further fundraisng communications?

U/D of PHI: Verification

Yes | No

Does your organization verify al requests for disclosure of PHI in accordance with the Privacy
Rule? 1 (45 CFR § 164.514(h)

Notes
1. Subject to certain exceptions and conditions, verification includes verifying the identity and authority of
the person to have access to the PHI.
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HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT OF 199
HIPAA PRIVACY RULE GAP ASSESSMENT CHECKLIST

Notice of Privacy Practices

Yes | No

Has an NPP been prepared that meets the following requirements and is otherwise compliant with
the an&y Rule? l (45 CFR § 164.520)

Is the NPP written in plain language?

(@5 CFR § 164.520(b)(1))

Does the NPP contain al the regulatorily required dements? # (*> ©F 3 164.5200)(1)

Does the NPP contain dl the optiona & ements gpplicable to your organization”

n? 3 (45 CFR'§ T64.520(0)(2))

Does your organizetion have a P& P for revising the NPP that is compliant with the Privacy Rule?
(45 CFR § 164.520(b)(3))

Does your organization have a P& P thet is compliant with the Privacy Rule for providing the NPP to
goplicable individuals? 4 (45 CFR 5 164.520(€)

Does your organization have a P& P that is compliant with the Privacy Rule for documenting its
compliance with the NPP requirem

ents? 5 (45 CFR § 164.520(€))

Notes
1.

N

With certain limited exceptions, individuals have a right to adequate notice of U/D of PHI. The Privacy
Rule specifiesin significant detail what the NPP must contain; the Checklist contains only the broad
categories of requirements generally applicable to health care providers.

Therequired elements are listed in the Privacy Rule.

These requirements pertain if an entity electsto limit U/D that would otherwise be permitted under the
Privacy Rule.

Among other requirements, health care providers with direct treatment relationships with individuals
must, except in emergency treatment situations, make a good faith effort to obtain written
acknowledgment of the individual’ s receipt of the NPP. (45 CFR § 164.520(c)(2)(ii))

This requirement includes retention of copies of NPPs issued by your organization and any written
acknowledgments, as well as documentation of good faith efforts to obtain such acknowledgments. The
general documentation requirements contained in the Privacy Rule also apply to NPP-related
documentation. See"Administrative Requirements' related to documentation, bel ow.

13
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HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT OF 199

HIPAA PRIVACY RULE GAP ASSESSMENT CHECKLIST

Right to Request Redrictions on U/D of PHI

Yes

No

Does your organization have a procedure for giving individuas the right to request restrictions on
U/D of PHI that is compliant with the Privacy Rule? ! (45 CFR 8164.522(3)(1))

Does your organization have a procedure that is compliant with the Privacy Rule for terminating
such restrictions? 2 (45 CFR § 164.522(8)(2))

El%? zg)(u)r(gggaﬁi zation have a Rule-compliant procedure for documenting such restrictions? ° > “°
. a

Notes

1. Therighttorestrict islimited. In addition, the organization is not required to grant the restriction, but if

it does, it must comply with the applicable Privacy Rule requirements.
2. Certain limitations apply to the organization's right to terminate a restriction.
3. See"Administrative Requirements' related to documentation, bel ow.

Right to Confidentid Communications

Yes

No

Does your organization permit individuas to request communications related to PHI by dternaive
means or a aternative locations? (45 CFR §§ 164.502(h) & 164.522(b))

Does your organization reasonably accommodate such requests from applicable individudsin a
manner compliant with the Privacy Rule? (45 CFR §164.522(b))

Notes
1. The Privacy Rule contains a number of requirements that health care providers must meet in

implementing the right to confidential communications. Among other things, a provider may not require

the individual to explain the basis of his’her request. (45 CFR 8 164.522(b)(2)(iii))

CAI Privacy Rule Checklist 020919 ¢ S Scheid 2002.doc
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HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT OF 199
HIPAA PRIVACY RULE GAP ASSESSMENT CHECKLIST

Right of Accessto PHI

Yes

No

our organization glvelndlwdudsarlght of access to ingpect and obtain a copy of PHI?
45c R§164524 (@ & (b))

Does your organization act on requests for access within thirty days? < (*> ©F< 3 164.5240)(2))

Does your organization provide access in amanner that is compliant with the Privacy Rule?
3 (45 CFR § 164.524(c))

our or%awl zaion handle denids of accessin compliance with the Privacy Rule?
4 (45 CFR § 164:524(a)(2)-(4) & (d))

Does your organization create and retain documentation regarding access requests in compliance
with the Privacy Rulg?® (45 CFR 8 164.524(8)

Notes

1. Exceptions and conditions apply to the right of access, including, for example, an exception to the right

of access for psychotherapy notes.

2. Ifthe PHI is not maintained or accessible on-site, the organization must act on the request within sixty

days. Thereisalso provision for obtaining an extension so long as certain conditions are met.
3. The Privacy Rule contains a number of requirements regarding the right of access, including

requirements related to the form, time, and manner of access and the charging of fees related to access.
4. The Privacy Rule contains a number of requirements regarding denials, including requirements related
to the content of the denial notice and the procedure for review of denials. The Rule also specifies those

grounds for denial that are unreviewable.

5. The Privacy Rule requires that the records subject to access and the titles of the individuals or offices

responsible for handling access requests must be documented. The general documentation requirements
contained in the Privacy Rule also apply to documentation of the right of access requirement. See

" Administrative Requirements' related to documentation, below.
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HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT OF 199

HIPAA PRIVACY RULE GAP ASSESSMENT CHECKLIST

Right to Amend PHI

Yes

No

Does your organization give individuals aright to amend PH| 2 1> ©7 3 764.520)

Does your organization act on requests to amend within sixty days? * (> <7 8 164-526(0)(2)

Does your organization have a E)rocedure for accepting amendments that is compliant with the
Privacy Rule? 2 (45 CFR § 164.526(c))

Does your organization have a procedure for denying amendments that is compliant with the
Privacy Rule? 3 (45 CFR § 164.526(d))

Does your organization, when notified, amend PHI from other entitiesin a manner compliant with
the Privacy Rule? (45 CFR § 164.526(€))

Does your organization create and retain documentation regarding amendments in compliance with
the Privacy Rul g4 (45 CFR § 164.526(f))

Notes
1. Anextension may be obtained to this deadline if certain requirements are met.

2. The Privacy Rule contains specific procedural requirements regarding making the amendment,

informing the individual, and informing others who have the PHI subject to the amendment.

3. The Privacy Rule specifies several requirements relating to such denials, including, among other things,

provision of a timely written denial that contains Rule-prescribed elements and of a right to submit a

statement of disagreement.

4. Thetitles of persons or offices responsible for receiving and processing requests for amendments must
be documented. The general documentation requirements contained in the Privacy Rule also apply to
the right to amend requirement. See "Administrative Requirements" related to documentation, bel ow.
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HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT OF 199
HIPAA PRIVACY RULE GAP ASSESSMENT CHECKLIST

Right to Accounting of Disclosures of PHI

Yes

No

Doesyour organization give individudsaright to receive an accounting of disclosures of PHI that is
compliant with the Privecy Rulg?* (4> CFR 8 164.526()

Does the content of each accounting include al disclosures for the time period specified by the
Privacy Rule and meet the requirements set forth below? 2 (45 CFR § 164.528(0)

Does the accounting contain the date of the disclosure? (>~ 3 164.5250)(E)1)

Does the accounting contain the name, and, if known, the address, of the persorventity to whom the
PHI was disclosed? (45 CFR § 164.528(b)(2)(i1))

Does the accounting contain a brief description of the PHI disclosed? (™ “7 3 262.5250)(£)1)

Does the accounting contain a brief statement of the purpose of the disclosure? > ©7 3 164.52810)(£)1IV))

Does the accounting contain an accounting of multiple disclosures, where such an accounting is
dlowed, that is compliant with the Privacy Rule? (4° CFR 8 164.528(0)(3))

Does your organization provide the accounting within sixty days of arequest? ® (> ©7 3 164.528()(01)

Does your organization comply with the Privacy Rule regarding imposition of fees for provision of
aJCOu?/T[ings? 45 CFR§164-528?3/(2)) ay €9 g Imposg p

Does your organization create and retain the documentation set forth below regarding accountings?
4 (45 CFR § 164.528(d))

Does your orggani zation document the information required by the Privacy Ruleto beincluded in
acoountings? 45 CFR § 164.528(d)(1))

Does your organization retain acopy of the written accounting provided to the individua?
(45 CFR § 164.528(d)(2))

Does your organization document the titles of the individuas or offices responsible for recaiving
and processing requests for accountings? (4 CFR 8 164.528(d)(3))

Notes

1. There are many exceptionsto thisright, including, among other things, disclosures of PHI for TPO,
incidental disclosures, disclosures pursuant to an authorization, disclosures as part of a limited data set,

and disclosures that occurred prior to the Privacy Rule compliance date.

2. The accounting must include all disclosures not excepted from the accounting requirement that occurred
during the six years, or such shorter time asthe individual requests, prior to the date of the request,

including disclosuresto or by the organization’ s business associates.
3. Under certain conditions, an extension may be obtained to this deadline.

4. The general documentation requirements contained in the Privacy Rule also apply to documentation of

accountings. See "Administrative Requirements' related to documentation, below.
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HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT OF 199

HIPAA PRIVACY RULE GAP ASSESSMENT CHECKLIST

Adminidrative Requirements

Yes

No

Has your organization designated a privacy officid responsible for the development and
mplénerﬁat?on of its P& P37 (45 CFR s a?éo(a)(l)(')) =0 a

Has your organization designated a contact person or office respongble for receiving complaints and
handling questions re the NpP? (45 CFR 8 164.530(@)(1)(1h)

Has your organization trained dl members of its workforce on its P& Pswith r to PHI? (This
must be done by no later than the Privacy Rule compliance date.) (4° CFR 8 164.5300)(2)()(A))

Does your organizetion have a procedure in place by which it trains each new member of the

workforce on its P& Ps with respect to PHI within areasonable period after the hire?
(45 CFR § 164.530(b)(2)(i)(B))

Does your organization have a procedure in place by which it will, within areasonable time after a

materia change to the P& Ps becomes effective, train dl affected members of the workforce on the
change? (45 CFR § 164.530(b)(2)(i)(C))

Does your organization have appropriate administrative, technical, and physical safeguardsto
protect the privacy of PHI?“° CpFR § 164.530(c))

Does your organization reasonably safeguard PHI to limit permitted incidental U/D? @2 O7R
§164.530(c)(ii))

Does your organization have a aproces by which individuals can make complaints about its P& Ps or
its compliance with P& Ps? (45 €FR 8 164.530(d))

Does your organization have and apply appropriate sanctions againgt workforce memberswho fall
to comply with its P& Ps or the Privacy Rule? (45 CFR 8 164.530(¢))

Does your organization mitigate known harmful effects from violations of its P& Ps and the Privacy
Rule by its workforce and business associates? (4° €FR 8 164.530(1))

Does your organization refrain from intimidating or retdiatory acts againg individuas and others as
=t forth in the Privacy Rule? (45 CFR § 164.530(g))

Does your organization comply with the prohl bition in the Privacy Rule ag)a nst conditioning
trestment of an individua on his or her waiver of rights under the Rule? (° CFR 8 164. 300

Has your organization implemented P& Ps designed to comply with the Privacy Rule?
(45 CFR § 164.530(i)(1))

Does your organization have aprocedure in g)lace for char%l ng its P& Ps rdated to U/D of PHI
where required by the Privacy Rule? (45 CFR 5 164.530)(2)-(5

Does your organization adhere to the documentation requirements set forth below? *> <7 3 1645500)

Does your organization maintain its privacy P&Psin written or dectronic form? (#> ©F= 3 164.5300)(0 1)

Does your organization maintain a paper or eectronic copy of al written communications required
to be made by the Privacy Rule? (4° CFR 8164.5300)(1)(iD)

Does your organization maintain awritten or eectronic record of dl actions, activities, and
designations required to be documented by the Privacy Rule? (45 ©FR 8 164.5300)(1)(ii1)

Does your organization retain al required documentation for six years from the later of the date of
cregtion or the date when it was last in effect? (4 CFR 5 164.5300)(2)
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HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT OF 199
HIPAA PRIVACY RULE GAP ASSESSMENT CHECKLIST

Trangtion Provisons

Yes

No

Has your organization ascertained whether it is digible to take advantage of the Privacy Rule's
trangition provisions? ! (45 CFR §164.552)

Notes

1. These provisions allow entities the use of prior authorizations, permissions for research, and contracts

with business associates that are not compliant with the Privacy Rule under certain specified
circumstances.

Continued Applicability of Other Laws

Yes

No

Has your organization determined which federd and state laws regarding Priva%/ of PHI will remain
applicable and taken this into account in implementing the Privacy Rule? ! (45 €FR §160.203)

Notes

1. HIPAA states that, subject to certain exceptions, “ a standard, requirement, or implementation specification
adopted under [HIPAA that] is contrary to a provision of Sate law preempts the provision of Sate law.”
Among the exceptions is that for state laws relating to privacy of health information that are “ more stringent”
than HIPAA.” In addition, the HIPAA Preamble contains an extensive discussion of the relationship between
HIPAA and other federal laws, such as those under Title X and 8§ 330, that relate to the privacy of health

information.
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